[bookmark: _GoBack]						The following
Rental agreement concerning mobile devices for school pupils
 is hereby entered into 
between
the rural district of __ / the city of __ / the municipality of __ / the Region Hannover authority
Address
represented by
______________________________ ,
hereinafter referred to as Rental Provider, 
a n d

______________________________

______________________________
(pupil’s name and address) 


______________________________
(school and year/class)



represented by ______________________________ , 
(name of legal representative)

				
hereinafter referred to as Renter.






Sec. 1 
Subject matter of the Agreement

(1) Rental Provider shall, for the school year ____________, make available to Renter the mobile device together, as applicable, with accessories (hereinafter referred to as the rented item), as described in detail below. 
	Mobile device:
	

	Type designation:
	

	Serial number:
	

	(As applicable) Rental number issued by Rental Provider:
	

	Accessories: 
	

	Remarks:
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(2) The total value of the rented item described in Paragraph 1 is ____________ euros.
(3) Renter may not make any irreversible technical alterations to the rented item.
 (4) The rented item is in the condition described in the Annex on pre-existing damage.

Sec. 2 
Rental duration 

(1) The rental period begins with the issuing of the rented item by Rental Provider on  ___________ and ends 
[  ] on _____________
[  ] i.e. the final school day of the school year for which the Rental Agreement was concluded pursuant to Sec. 1 (1).
(2) If Renter leaves the aforementioned school before the end of the rental period specified in Sec. 2(1), then the rental period shall conclude at the end of Renter’s final day at said school.
(3)  Renter is required to return the rented item in good condition immediately after the end of the rental period.

Sec. 3 
Intended use of the rented item

(1) The rented item shall be made available to Renter for the following purposes: preparation for lessons, use during lessons, and working at another learning location.

(2) The rented item is not intended for personal use.

(3) The parent(s) or guardian(s) is/are responsible for ensuring compliance with the intended purpose of use.

Sec. 4
[Central] Device management 

(1) Apps and other software may only be installed by Renter after Rental Provider’s consent has been obtained.

(2) Rental Provider reserves the right to perform, at any time, centrally managed updates to software present on mobile devices in order, for example, to remedy security deficiencies.

[(3) The mobile device shall be centrally administered, using software and via a mobile-device management system. By means of the latter system, Rental Provider shall monitor and manage the implementation of mobile devices. Rental Provider reserves the right to use the mobile-device management system to administer mobile devices as follows:
•	Reset unlock code;
•	Lock device (activate unlock code);
•	Delete company data;
•	Reset device to factory settings;
•	Transmission of messages to devices;
•	Create rules of compliance (profiles) in order to identify the need for updates or data backups or infringements by Renter in relation, for example, to non-authorized removal of existing restrictions on use.]
•	Transmission of data to the device via various, previously defined apps, provided that Renter has given prior consent to said transmission.]

[(4) The purpose of the mobile-device management system is, among other things, to ensure data security and confidentiality in data handling in the event, for example, that the mobile device is lost. Rental Provider is not liable for deleted data.]

Sec. 5
Obligations concerning use by Renter

(1) Renter shall refrain from any use of the rented item that is evidently likely to harm Rental Provider’s or the school’s interests or public image, or to adversely impact the security of IT systems, or that infringes any applicable legal requirements, including school rules. In particular, Renter may not use the rented item to access, store or disseminate content that is in breach of personal rights, the law on privacy, data protection or copyright, or of criminal law. Irrespective of legal permissibility, Renter is also prohibited, in conjunction with the use of the rented item, from wilfully or knowingly accessing, storing or disseminating anticonstitutional, racist, violent or pornographic content.

(2) Renter may not alter, or bypass, any security arrangements made by system administrators.

(3) Direct connection between the rented mobile device and other devices is permissible only if the data sources and data connections involved are trustworthy and secure. [Renter is required to immediately disable interfaces for data transmission between devices over short distances by means of wireless technology, such as Bluetooth or Wi-Fi, if not in use.]

(4) Should suspicion arise that a mobile device or computer program has been corrupted by malicious software, Renter must notify Rental Provider of this immediately. In such cases, no use shall be made of the mobile device until Rental Provider again consents to its use.

(5) Renter is required, at all times, to be able to provide information concerning the location of the rented item and to present the rented item to Rental Provider. Renter shall ensure that the rented item is treated with due care. 

Sec. 6
Data storage

(1) As far as possible, data should not be stored on the mobile device, in order that data do not get lost in the event of the device’s loss or repair. Rental Provider assumes no responsibility for loss of data including, and in particular, that arising from defects in the device or its improper handling.   

(2) Online storage options include storage on the school’s servers, such as that involving use of the Lower Saxony Education Cloud (Niedersächsische Bildungscloud, NBC). Renter will receive a recommendation to this effect from the school.


Sec. 7 
Scope of Renter’s personal responsibility

Renter is responsible, to the extent that he/she can influence this, for the secure and legitimate use of the rented item made available to him/her. In particular, Renter shall him- or herself be responsible, in conjunction with the use of apps on the mobile device, for ensuring the legitimacy of their use, and specifically as this relates to data privacy.

Sec. 8
Storage of mobile devices 

(1) The rented item shall be kept securely so as to prevent access by unauthorized third parties.

(2) If, in individual cases, it is necessary to leave the rented item unattended on premises accessible to other persons or in a locked vehicle, it must be ensured that it is not left plainly visible. 

[(3) The mobile device is to be kept in the protective case issued, from which it may not be removed. The protective case cushions the device against minor impacts and falls.] 


Sec. 9
Physical safekeeping when device is used in an openly accessible place

When the rented item is used in an openly accessible place, even if only briefly, it shall, as far as technically possible, be kept physically secure. A Kensington lock is one means of doing this.

Sec. 10
Securing mobile devices

(1) Unless this is performed as a central administrative function, mobile devices shall be protected by Renter using a five-digit unlock code and configured such that they automatically lock after a maximum of 15 minutes without user interaction, necessitating the entry of the unlock code in order to unlock the device. 

(2) When creating the unlock codes, it must be ensured that easily predictable sequences of characters are not used (e.g. 1234). 

(3) If the unlock code is recorded in writing, this record must be kept locked securely away, separately from the mobile device.

Sec. 11
Special security requirements 

(1) Rental Provider reserves the right, at any time and by means of technical measures (e.g. virus scanners), to conduct automated analysis of data stored on mobile devices made available, in order to maintain information security and to protect IT systems.

(2) Rental Provider may use a content filter to filter out specific illegal, anticonstitutional, racist, violent or pornographic content. By means of said filter, website content is automatically filtered – with reference to individual words, phrases, images or links that indicate certain content – while the browser is running, and, as appropriate, access to this content via the mobile device is blocked.

[bookmark: _Hlk57647328](3) Evaluation of data collected by analysis or monitoring of mobile devices, for the purpose of checking presence, performance or behaviour in any form whatsoever, is not permissible.

Sec. 12
Renter’s liability

The rented item shall be returned in the contractually stipulated condition. Renter shall be held liable for loss/damage in accordance with legal requirements. Renter is not entitled to replacement or repair.

Sec. 13
Passing on / surrendering the rented item

(1) The rented item may not be passed on to third parties, even only briefly.

(2) By way of exception, it is permissible to surrender the rented item in a situation where the device is not allowed to be taken into a particular facility, and if it is required that the device be kept under the oversight of a third party. The rented item must always be switched off prior to its surrender.

(3) The device may be briefly passed on to other pupils or teachers, provided this is necessary for teaching purposes.

Sec. 14
Response in the event of loss or theft 

(1) In the event of any loss of a mobile device or memory card made available by Rental Provider, Renter is required to notify the school and the Rental Provider immediately. This also applies if the device is subsequently found.

(2) In the event that the rented item is stolen, Renter must immediately report this to the police. Written confirmation of this by the authorities, or a copy thereof, shall be presented by Renter to Rental Provider immediately.  

(3) If the rented item cannot be recovered, Renter shall make good the loss/damage sustained in accordance with the statutory provisions.

[Sec. 15]
Insurance

(1) In order to obtain cover for loss, theft or repair (e.g. following damage to the display) of the mobile device, Renter may take out insurance on his/her own initiative. The costs of insurance shall be met by Renter him- or herself.

(2) Renters are recommended to get in touch with their personal-liability or home contents insurance provider. It may be that relevant cover is already provided under, or can be added to, the existing insurance policies.

Sec. 16
Other provisions

(1) If any provision of this Agreement is held to be invalid, this shall not affect the validity of the remaining provisions. The parties to the Agreement are required to interpret its remaining provisions in good faith such that, despite the void provisions, the desired objective is achieved as far as possible. If an interpretation is not possible or agreement cannot be reached concerning an interpretation, the contractual parties shall endeavour to make supplementary arrangements.

(2) Tacit, verbal or written subsidiary agreements have not been made. Changes, additions or subsidiary agreements shall be effective only if agreed in writing between the contractual parties. The same applies to any changes affecting this requirement for the written form. 

☐ I have read the rural district’s / the city’s / the municipality’s / the Region Hannover                       authority’s data privacy notice [link to document]. 
[Place],  [Date] ___________


_______________________		____________________		_________________________
Renter (pupil)	Parent/guardian			On behalf of Rental Provider:   
School principal
										(with stamp)




Annex: record of pre-existing damage
The mobile device listed under Sec. 1 (1) of the Rental Agreement, including any accessories provided, has pre-existing damage as follows:

Serial number of device: (amend diagram as appropriate)
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Description:				 
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